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Abstract — Technologies of online education, such as videoconferencing, online learning management systems, and remote laboratories
play crucial role in modern world, providing equal possibilities for students all over the world. The goal of the paper is to present the
results of the development of a remote laboratory for online access to the CAN-Bus experiment for students of electrical engineering
programs. The developed remote laboratory setup is based on Remote Laboratory Management System WebLab-Deusto, and extends
existing in Bonn-Rhein-Sieg University of Applied Sciences CAN-Bus experiment. The laboratory consists of several layers, which are
described in detail in the paper — layer of management system (server with WebLab-Deusto instance), an experiment server based on
Raspberry Pi, input-output infrastructure for the connection with the experiment, and finally, the existing experiment equipment. The
Python-based web framework Flask and library Weblablib were used in the experiment server, providing a remote laboratory web
application and human-machine interface for the interaction with the equipment. The laboratory can be used in remote and on-site modes
and can be further integrated to the university’s learning management system Moodle.
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1. Introduction

Since the COVID-19 outbreak, online mode has become one of the essential parts of the learning process in higher
education. In the beginning, services for videoconferencing (Zoom, MS Teams, Webex) and learning management systems
(Moodle, Whiteboard) were widely spread for lectures and practice lessons and became the first set of tools that were used
for continuing educational services in the pandemic world. Such a set of tools was used for communication between academic
staff and students, presentations, tests and assessments. After the pandemic was over, the interest in various aspects of online
and remote tools for education services declined, but did not perish. Wars in Ukraine and other countries all over the world
destroyed university campuses and schools, raising the importance of remote technologies for higher education again.
Classical technologies, like services for video conferences, learning management systems, and specialized software for
calculation or simulation, are well suited for obtaining by students only some of the most important for further labor markets,
such as math-oriented or soft skills. Beside it, especially in the field of engineering, practical-oriented skills are compulsory
for successful alumnus employment. Such skills can be achieved only by hands-on experience, work in a laboratory with
measurement equipment, specially designed test benches, setups or educational sets [1]. One of such engineering fields is
electrical engineering, where students need to have practical experience working with various electronic circuits, developing
their own prototypes, and implementation of various communication interfaces.
There are a lot of attempts of “remotizing”, or developing remote laboratories, that will help the students of electrical
engineering specialties obtain practical experience, since there is no standard approach to remotization of existing
laboratories. Zapata Rivera and Larrondo-Petrie proposed UML models for remote laboratories and user roles and
interactions with laboratories [2] that should help with the standardization. Many papers describe remote laboratories focused
on the programming of microcontrollers or single-board PCs: 32-bit ARM from NXP Semiconductors [3], Raspberry Pi [4].
Beside microcontrollers, a lot of attention has been devoted in recent findings to FPGA-based remote laboratories [6], [7]. It
should also be mentioned, that developed remote laboratories can be successfully integrated with existing learning
management systems, such as Moodle [5], which can significantly extend the functional of remote laboratories. At the same
time, such integration is still at the stage of early experiments and waits for a convenient and unified solution. It should also
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be noted, that, as of now, there is a lack of remote laboratories, in which the focus is oriented on competencies in the use of
industrial and automotive interfaces, such as CAN-Bus or EtherCAT.

A significant boost in standardization and unification of approaches in the development of remote laboratories
brought WebLab-Deusto — Remote Learning Management System (RLMS) [8], which provides a framework for the
development of high-level systems [9], as well as a Python library and set of examples for the implementation of remote
laboratories at the experiment level [10] since 2006. In 2024, LabDiscoveryEngine, a successor to WebLab-Deusto,
should bring new possibilities for the development of Remote laboratories [11].

The paper proposes the results of the development of a remote laboratory for obtaining of practical competencies
working with industrial electrical interfaces for the automotive industry, based on CAN-bus. In Chapter 2, the existing
non-remote CAN-Bus experiment is explained, and main tasks required for the successful achieving of the planned
student’s learning outcomes are discussed. Chapter 3 presents and discusses the results of remotization of such an
experiment by utilizing RLMS WebLab-Deusto. Conclusion summarize obtained results and raise issues for further
consideration and development.

2. CAN-bus experiment hardware and description of the experiment

A functional block diagram of existing CAN-bus experiment hardware, which was used as a basis for the
development of remote experiment, is shown in Fig. 1. In total, three sensors, which measured various parameters in the
automotive system, were used in the experiment. The temperature sensor TMP36 sends the temperature values, and it
represents the temperature inside the engine. The wheel sensor LWS3 (Bosch) can measure wheel static and dynamic
parameters: wheel position and wheel rotation acceleration. This sensor is based on the "anisotropic magneto-resistive"
(AMR) principle, where the electrical resistance depends on the direction of an external magnetic field. Finally, the
throttle pedal sensor (produced by Bosch) measures the position of the throttle pedal. The system also contains one
actuator — the throttle valve (also produced by Bosch). The position of the throttle valve depends on the information
received about the position of the throttle pedal. If the system is configured properly, the idle position of the throttle
pedal should correspond to a closed throttle valve, and the full throttle position should correspond to a fully open throttle
valve, respectively. Throttle pedal and throttle valve, used in the experiment, are real parts from a Mercedes-Benz auto.
An additional display, the NeoPixel Ring, is used for the visualization of the steering wheel position.
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To organize communication between all mentioned above sensors, actuator and display, they are organized in an
“automotive” CAN-Bus network, consisting of four nodes. Three nodes are built on the Arduino Uno boards equipped
with the CAN-Bus shields: “Free Node” with display and temperature sensor, “Throttle valve node” with actuator, and
“Throttle Pedal node” with respective sensor. One additional node, the “Steering wheel node” is based on an industrial
sensor with an in-built CAN interface, it can be connected additionally to a CAN bus connection module. The general

Fig. 1: Functional block diagram of CAN-Bus experiment.
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view of the experiment is shown in Fig. 2 (taking into account that “Steering wheel” is implemented as an additional block,
it is not shown in the figure). IDs of the network’s CAN nodes as well as message formats in the developed CAN-bus are
described in Table 1. Students can interact with the CAN-Bus utilizing the PEAK PCAN-USB adapter and PCAN-View
software for their personal computer/laptop. Such a set provide the possibility to read messages from the bus and send their
own messages in order to configure actuators and sensors (e.g., idle position and full throttle for throttle pedal, zero position
for the steering wheel, etc.). Additionally, it is possible to manually connect and disconnect nodes from the bus, connect an
oscilloscope to visualize the bit-stream of messages, and later analyze its content (CAN ID, length of the message, data bytes,
stuff bits, etc.). Such interactions can be done through physical connection/disconnection of corresponding connectors on
the “CAN Bus connection”, shown in Fig. 2a.

Table 1: Organization of CAN-Bus.

CANID Description Data/Information
0x001 Throttle Pedal Calibration Byte0 = 1 => Calibration of Idle position
DLC: 2 bytes Byte0 = 2 => Calibration of Full Throttle position
Byte 1 — doesn’t affect
0x004 Temperature Byte0 => Higher byte of temperature value
DLC: 2 bytes Bytel => Lower byte of temperature value
Value range: 0...0x3FF => 10 bits Sensor TMP36, 0x3FF => 5V, 10 mV/°C, shift 0,5V
0x0A0 Throttle Pedal Position Byte0 => Higher byte of pedal position
DLC: 2 bytes Bytel => Lower byte of pedal position
Value range: 0... 0x3FF
0x7C0 Calibration of steering wheel sensor | Bits 0...3 — command code word
CAL LWS, 2 bytes Bits 4...14 — LWS-CAN transmit identifier
Bit 15 — free, not used
0x3FF Steering wheel sensor data Position, acceleration — data should be configured by means of
LWS3 transmit CAL LWS message.
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Fig. 2: View of the CAN-Bus experiment (a), the functional block diagram of a remote laboratory (b).
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To fulfill the requirements of the experiment and obtain the required competencies for developing electronic

systems equipped with CAN-Bus, students need to implement the following tasks:

1)
2)

3)

4)

5)
6)

Connection of three nodes (throttle pedal, throttle valve, and free node) to the CAN-bus, connection of the PEAK
PCAN-USB adapter and its configuration via PCAN-View software.

Reading in PCAN-View software the bit-stream and decoding the values from the temperature sensor (CAN-ID
0x004).

Calibration of throttle pedal sensor for idle and full-throttle positions by means of messages send to CAN-ID 0x001
via PCAN-View software. After the calibration, students should check the data from the sensor (CAN-ID 0x0AO0)
as well as the quality of the calibration in two pedal positions by observing the throttle valve position (it should be
fully open and fully closed for two border positions of the throttle pedal).

Connection of steering wheel sensor to CAN-bus, reading the information about current position and speed of
rotation of steering wheel in PCAN-View software (CAN-ID 0x3FF).

Calibration of zero position of the steering wheel by sending the control message to CAN-ID 0x7CO0 and checking
the zero position on NeoPixel Ring display.

Disconnection of all nodes except the free node, observation and decoding of bit-stream on oscilloscope CAN-bus
message from temperature sensor.

So, finally, after successful implementation of all mentioned above tasks, students have the final learning outcomes,

such as understanding of communication principle and design of CAN-bus, reading and sending CAN-bus messages,

etc.

3. CAN-bus Remote experiment

As described in the previous part of the paper, the educational test bench is focused on the work in the university

laboratory. To provide remote access to the experiment, the existing test bench was extended with additional
components. The general structure of the developed remote laboratory is shown in Fig. 2b, which consists of:

The Core Server, which provides the authentication of remote users and further access to the experiment server,
was implemented in the so-called Remote Laboratory Management System (RLMS).

The Experiment Server, which implements the human-machine interface for the communication of remote users
with physical equipment and communication with sensors/actuators, is used in the following layer;

1/0 infrastructure, which provides the measurement of data from experiments and control of existing experiment
hardware remotely. It can consist of various sensors, actuators, data acquisition components (DAQ, etc.), and
depends on the hardware used in the experiment. This layer is an interface between the hardware and software
(server) parts of the remote laboratory.

Existing experiment equipment: equipment, tools, and hardware, used in the laboratory for implementation of
the experiment. In our case, it is the equipment of the CAN-Bus experiment, shown in Fig. 2a, and described in
the previous part of the paper.

Therefore, in general, a remote laboratory has a hierarchical structure and consists of four layers. It should be noted

that one core server could control the access for multiple experiment servers, and one experiment server can control
various experiments, but in our case, only one experiment was used.

3.1. Core server and RLMS

A Remote Laboratory Management System (RLMS) has been deployed and configured on the Core server. As

RLMS, WebLab-Deusto [9] was used in the project, which provides high-level and management functions, including:

User management (students, teaching staff, working with user profiles, granting access, groups, etc.).
Limitation of access to the hardware (if the experiment is used by the student, no other student can’t access the
equipment).

Parallelization of access: if there are several of the same experiments connected to one remote laboratory,
controlled by WebLab-Desuto, the student can use the first free experiment, or, if there are any frees of them,
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the student will be added to the queue, and he/she can see the time, that remains before the equipment becomes
available.
e Controlling the time of the experiment and automatically finishing it (e.g., disconnecting and switching off all
hardware equipment) when the time dedicated to the execution of the experiment was over.
e Collection and representation for the administrator of the remote laboratory top-level statistics of remote access
to the equipment, including time, number of students, heat map of the user’s locations, etc.
The core server has an IP address accessible from the Internet, there are also the functions of routing and limitation of
access only for internal IP addresses of experiment servers (firewall). It means the user can interact only with allowed IP
addresses in the local network of the university.

3.2. Experiment server

The layer of the experiment server can be implemented in several ways. The first one is a server PC, but it has limitations
on the available interfaces for the connection with the I/O infrastructure layer. The second option is an industrial PC, which
usually has a set of interfaces, including access to some GP1O, RS-232/422/485, USB, etc. At the same time, such an option
has a lack of peripheral interfaces, such as SPI or 12C that can be used for the development of a cheap but efficient data
acquisition system. In addition, Industrial-grade PCs are usually expensive, because of their high protection level or high
reliability. The third possible solution for the experiment server is a single-board PC, such as a Raspberry Pi or BeagleBone.
Such PCs have enough computational capabilities for tasks of the experiment server, and, that is important, a lot of
possibilities for connection (embedded Ethernet, USB, RS-232, I2C, PWM output, etc.), as well as a lot of so-called “hats”
with additional interfaces (e.g., CAN, isolated relays, etc.). Taking into account our limitations (the solution should be cheap
but efficient), a Raspberry Pi 3 single-board PC was used as an experiment server in the project.

As the experiment server should be a software interface between the experiment and the core server with RLMS,
Weblablib [10] was used for the development of the interface with WebLab-Deusto. Weblablib is a Python library for the
creation of instances of remote laboratories, controlled by the WebLab-Deusto RLMS. Taking into account that it is based
on Python, all other routines, such as communication with the sensors and actuators on the I/O infrastructure layer and
implementation of the human-machine interface (HMI) for the user, are also developed on Python. HMI, in our case, is a
web application that was developed on the Flask framework [12]. Additional libraries and packages, such as “can”,
“rpi_hardware_pwm”, “RPi.GPIO” were used for the realization of interfaces with the I/O infrastructure layer.

The developed HMI is shown in Fig. 3, which is divided into 5 main zones.

The “Control” zone consists of the main elements for controlling the experiment’s hardware. The first part of such
control is two round sliders for setting the position of the throttle pedal and rotation direction and speed of the steering wheel
through two servo motors. Additionally, the user can connect and disconnect from the CAN-Bus of any node by using four
“on”/“off” toggle switches. A schematic image of the road above the control block represents the car's movement and
corresponds to the position of the throttle pedal and steering wheel. The dividing line on the road moves faster when the
throttle valve opens wider, and the road visually bends in the direction following the steering wheel's position.

“CAN messages” zone is used for receiving and visualization, as well as for preparing and sending messages on CAN-
Bus. The interface is similar to the PCAN-View software structure, which is helpful for users. The control button “Read
CAN message” is used for reading one message from CAN-Bus, this new message is represented by a red color. CAN-ID,
length of data in bytes, data bytes can be seen there. A set of received CAN messages can be saved to the text file by clicking
the special button. To send the message to CAN-Bus, the user should fill in the fields below (CAN-ID, length, and data) and
press the “Send” button. Students can configure the throttle pedal (idle and full throttle positions) and steering wheel (zero
position) through that field.

The “Experiment view” zone has a toggle switch and a camera view window. Web-camera Logitech C270 was used to
show the student real hardware in the lab and monitor its execution, e.g., the movement of the throttle pedal and throttle
valve, the position of the steering wheel on display, etc.
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The “Bitstream read” zone represents functionality similar to the “logical analyzer”. Utilizing that part, the student
can read the CAN message from the CAN-bus (it is recommended to disconnect all nodes except one) and save it to the
image for further interpretation: start bit, arbitration, control, data, and CRC bits.

A list of all interactions with the remote experiment can be seen in the “Logging” zone. It includes a timestamp
(date and time) and the description of performed actions in chronological sequence. This data can be used for further
preparation of the report after the completion of the experiment.

Welcome to CAN Bus experiment!

Experiment view

Control
Throttle V@Eel CAN Nodes control
1 2 3 4
% Hy 0 Throttle Throttle Free T Steering
Pedal Valve Node Wheel
@cCamera
CAN messages Logging
Received 31-Oct-2022, 11:13:51: Camera is OFF
31-Oct-2022, 11:13:56: Camera is ON
CAN-ID Len. Data Cyc. Count
0x4 2 0091
0xa0 2 03 fd
0x3ff 8 ad 06 00 07 8e

Transmitted
CAN-ID Len. Data Send
8 Send

Bitstream read

Read CAN bitstream Save CAN bitstream image

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85

Fig. 3: Flask web-application (HMI) for CAN-Bus remote experiment.

3.3. 1/0 infrastructure layer

The last, but not the least, part of the remote laboratory consists of specially developed hardware, responsible for
the remote interaction with the existing CAN-bus experiment equipment. A functional block diagram of the remote
CAN-Bus experiment, including a detailed representation of the existing experiment’s equipment and additional
infrastructure for interfacing with the experiment server, is shown in Fig. 4. Taking into account that the experiment
server is based on a Raspberry Pi and the main task for the interaction is communication with the experiment’s CAN-
bus, the CAN-SPI Hat “PiCAN 2 Hat” was used as the core element for the implementation of that interface instead of
the PEAK PCAN-USB adapter. Additional RxD output from CAN-SPI Hat is used for the reading of received messages
and their further visualization in the developed HMI (see details in the previous part and Fig. 3). Besides it, Raspberry
Pi is also responsible for the on/off control of all CAN-Bus nodes, and an eight-channel relay expansion board was used
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for it. Finally, these parts are stacked on each other (Expansion board with DIN-rail holder — PiICAN 2 Hat — Raspberry Pi)
and mounted on DIN-rail. AC/DC power supplies with output voltages of +5V (for Raspberry Pi) and +12V (for CAN-Bus
nodes, sensors and actuators) are also mounted beside the expansion board on DIN-rail as shown in Fig. 4. Finally, DIN-rail
has been connected to the back side of the experiment test bench. The view from the back side of the assembled CAN-Bus
remote experiment is shown in Fig. 5.
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4. Conclusion

The presented work shows the result of the development of the Remote Laboratory for obtaining practical competencies
in understanding communication principles, transmission and receiving of messages, and design of CAN-Bus. Due to the
RLMS WebLab-Deusto, the developed remote laboratory has high-level management functions and can be further embedded
in the university learning management system. The developed Remote Laboratory can be used in remote mode as well as be
easily transformed to laboratory mode (by disconnection of two servo-drives), which provides flexibility in use. Through the
utilization of the Raspberry Pi as an experiment server, existing on-the-market components, such as “hats” and “expansion
boards” can be used, which is also useful for replication in other universities. The obtained results can be further extended
to the integration of the developed remote laboratory into the university’s learning management system, Moodle.
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