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Extended Abstract

Physical unclonable function (PUF) has been emerging as a commercialized technology in hardware security for highly
secure systems and utilizes fabrication process variation and inherent randomness as a source of function. [1] Conventional
complementary metal oxide semiconductor (CMOS) technology based PUFs have already been available on the market, but
there are many obstacles to keep the system safe from various attacks due to their vulnerability toward model-and physical-
attacks. [1-3] Therefore, to impede these attacks, various devices have been introduced so far - such as phase change memory
(PCM), spin-transfer-torque magnetic random access memory (STT-MRAM), carbon-nanotube field effect transistors
(CNFETS) and resistive random access memory (RRAM). [4] Especially, the RRAM based PUF is a promised device due
to its strong stochastic behavior and intrinsic variability characteristics [5]. The various types of the RRAM PUF devices
have been introduced to prove their feasibility for PUF application [4]. Those PUF devices demonstrated their capability
enough to realize an ideal PUF and to prevent the attacks by presenting large challenge response pairs (CRPs) with relatively
smaller area than CMOS PUF. Nevertheless, in order to obtain more sufficient and stronger CRPs, larger footprint is still
required for the previously proposed RRAM based PUFs because they utilize the stored resistance states to create a single
response bit. In addition, retention issue is critical to reliably maintain their CRP spaces under various environments such as
ambient temperature variation. To overcome these problems, novel RRAM PUF is introduced to exploit the multi-level-cell
(MLC) characteristic, one of the RRAM natures. Moreover, the MLC based RRAM PUF can enhance the tolerance toward
the physical and model attacks as well due to its re-configurability. The MLC RRAM based PUF can maximize cycle-to-
cycle and cell-to-cell variation to increase randomness of RRAM. The PUF proposed here can consequently increase the
complexity in creation of CRPs and reduce the foot print of the PUF dramatically as well. The performance of PUF was
evaluated by using uniqueness, randomness and bit error rate which satisfy ideally the expected value respectively.
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